Pexomennanun Muxpokpeantroii komnanun «®ou coxeifcTBHs Pa3BHTHIO MAJIOTO M
CpPEIHero npeINpuHUMATEIbCTBA BO Bragumupcekoii 06:1actiy» no 3amure
HHGOPMAIHHU B HENSX NPOTHBOACHCTBUSA HE3AKOHHBIM ¢unancoBBIM onepanuam.

1. MuxpokpemutHas kommanuu «®oHT comecTBHS Pa3BHUTHIO MaJOr0 H CpPEIHEro
MPEANPHHEMATEECTBA BO Bragumupckolf o6nacTu» B pamMKax COBIIONEHHS TpeboBaumii
Honoxenns barka Poccuu ot 17.04.2019 Ne 684-IT «Ilonoxkermns 00 yCTaHOBIIEHHH
00s3aTeNBHBIX I HEKPEJUTHBIX (PHHAHCOBBIX OpraHusamuii TpeboBaHuit K obecreyeHHIO
3aIIM Tl HH(OPMAIHH [PH OCYIIECTBICHHH AESTELHOCTH B cepe HDHHAHCOBBIX PBIHKOB B LIEJIAX
IIPOTHBOJACHCTBHS OCYINECTBICHHIO HE3aKOHHBIX (DMHAHCOBEIX OIlEpanyii» yBEIOMIISET CBOHX
KJIMCHTOB HCTIONE3YIOIMX — ABTOMATH3HPOBAHHBIC CHCTEMBI NI MONYYEHHMS, IOATOTOBKIL,
00paboTKH, Nepenaun U XpaHeHHS HHDOPMAIUH B BIEKTPOHHON (OpME O BO3MOMKHBIX pPHEKAX
TMOJTYHGCHA HECAaHKLHOHAPOBAHHOIO JXOCTYNa K  HH(GOPMAalHH, ¢ IETBIO OCYLIECTBICHHS
(bHHAHCOBBIX OIepanuii THIAMH, He 06IANAFOIIHMA TIPaBOM HX OCYIIECTBIICHHUS, B TOM YHCIIE IIPH
yTpare (IOTepe, XWIICHHH) KIHEHTOM YCTPOMCTBA, C MCIIONb30BAHHEM KOTOPOTO KM
COBEPINAACH NEHCTBHA B LEIAX OCYIIECTBICHHS (QHHAHCOBON ONEPALMH H HEOOXOTHMOCTH
3aIMUTEl MHQOPMAlMK OT BO3NEMCTBHS MPOTPaMMHBIX KOZOB, IPUBOMAINUX K HapYIICHHIO
IITaTHOrO ~ (QYHKUMOHUPOBAHHS CPEACTBA BEIMHCIHTENBHON TEXHHKH, CBOEBPEMEHHOMY
OOHapy KEHHIO BO3EHCTRHS BPEIOHOCHOTO KO/IA.

2. B uemax mpenoTBpalleHMs HECAHKIMOHUPOBAHHOTO IocTyna K #HGOpMALHH H
HapyIIeHHs  INTaTHOTO  (QYHKIMOHHPOBAHWS  CPENCTBA  BHIUMCIAMTENBHOM  TEXHHKH
Mukpokpenmutras kommamun  «DoHK  comeHcTRHS Pa3BHTHIO Majoro M  CPEIHEro
IIPEANPHHIMATENBCTBA BO BllatuMAPCKO# 061acTH» PeKOMEHIYET ClIeTyIOMHe MepPhI 32U ThI:

2.1. B nenix 3amuTsl MOGHIBHEIX YCTPOHCTB:

® CBOEBPEMEHHO yCTaHABIMBaNTE 0OHOBICHHS 6e30IaCHOCTH ONEPALUOHHOH CHCTEMBI;

* [lpu HaMHMYMM TEXHHYECKOH BO3MOKHOCTH BKITIOTHTE K (YPOBaHHE JAHHBEIX HA CBOEM
MOGHIBHOM YCTPOKCTRE;

* He orxmoualite n He B3nambiBaliTe BCTPOCHHBIE MEXAHU3MEI GE30MACHOCTH BAIIEro
MOOHIIBHOTO YCTPOKCTBA;

* CoxpansiiTe B TaiiHe Bamm HMs mois3oBaTens (ToruH), mapome s JOCTyma B
nE(opmanuonnsle cucteMsl u CMC-xozsl. He coofmmaiite 3TH TaHHbE HHKOMY;

"  Y4eTHsIE 3aNMCH ONEPAUMOHHON CHCTEMBI JOJIKHEI OBITH 3AIMHITICHE! HapOJIIMH;

* He xpanurte JI0THH ¥ IIapontb B MOGHIEHOM TeTedoHe, cmaprdone;

"  PeryispHo NpoH3BOAUTE CMEHY TIapOJIeit;

®* He ucnionpsy#Te 0IMHAKOBBIE JIOTHH U TIAPOb JUIS JOCTYIIA K Pa3sIHYHBIM CHCTEMaM;

= JlmuHa naposs JomKHA ObITh He MeHee 8 CHMBOJIOE;

®* B mapone 0043aTeNbHO MODKHBI IPHCYTCTBOBATH 3arjlaBHBIE U TIPOITHCHEBIE CHMBOIIBL
LHQPEL, a TAKKe CeNHaNbHbIE CUMBOIEL, HAIpuMep, #, %, », * u T.1.



He ucrnioms3yiite QyHKIMIO 3aT0MUHARYS TOrMHA I1apos;

B Kxagectse mapois He CllefyeT HCIONB30BATE UM, amumiro, neHs poxaenus u Apyrue
aMATHEIC JaThl, HOMEp TenedoHa, aBTOMOGHI, afpec MECTOXHTENLCTBA H Ipyrue
JQHHDIC, KOTOPBIC MOTYT OBITH NOXOOPAaHEI 3/MOYMBINIEHHHKOM IyTeM aHATH3a
uHpOpPMAaLUH 0 OJIL30BATENE;

He mpoumsmocmte Bemyx, He 3amuceBaiite u He XpaHATe B IHOOOM OCTYIIHOM
IIOCTOPOHHHM JIMIIAM MECTE MapOJIH.

2.2. B nesIx 3aliMTH IePCOHATLHBIX KOMIIBKOTEPOB:

HCIIONB3YATE TOJIBKO JIMIEH3HOHHOE CHCTEMHOE W IPUKIaTHOE IPOrpaMMHOE
obecneuenue;

YCTaHOBHTE Ha KOMIILIOTEP TOJIBKO OJIHY ONEPAIMOHHAs CHCTEMA,

HC yCTaHAaBIMBAHTE H HE HCIOIB3YHTE Ha KOMIBIOTEpE IIpOrpaMMbl 7S YAIEHHOTO
yIpaBieHus, Hanpumep TeamViewe:

YCTaHOBHTE U PETy/IAPHO 0OHOBIISHTE AHTHBHPYCHBIE IIPOrPAMMBL (manpumep, Kaspersky,
Dr.Web, Symantec, Avira, ESET, NOD 32, McAfee).

CBOCBPEMCHHO NPOBOAMTE OOHOBIIEHHE CHCTEMHOTO M IIPHKIIAIHOTO IIPOrPaMMHOT0
obecreueHus.

A TocTynma K HMHQOPMAlMOHHBIM CHCTEMaM HE HCIIONB3YHTE OOIMENOCTYIHEIE
KOMIIBIOTEPEI (HapHMep, YCTAHOBJICHHBIE B HHTEpHET-Kade, rOCTHHHULE), IyOIHYHbe
GecnipoBonusle cetu (Gecrmarasii Wi-Fi u pouee) _

TIp¥ n1epejaye HHQOPMAIIHH C HCIIONB30BAHUEM TYIKHX KOMIIBIOTEPOB, II0CTIE 3aBEPIIEHUST
BCeX omepauui yOenuTech, YTO MepCOHANbHBIE TAHHBIE M ApYras HHOpManUs He
COXPaHUITHCE;

HE Nepe/laBaiiTe NEePCOHATBHEIX NAHHBIX ¥ MHOM KOHQUICHIHATEHON HH(OpMAIHK npu
TIOJyHEHHH ITHCEM IO 3JIEKTPOHHOH II0YTE OT SKOOBI MpeACTaBHTENEH GAHKOB M HHBIX
(PHHAHCOBBIX OPraHH3AINI, ECITH HONYYEHHE TAKHX ITHCEM WHHIUKUPOBAHO He Bamu;

HC TIEPEXOMMTE IO CCBLIKAM B TaKUX ITHCbMaX, HE OTKPBIBANTE BIOKEHHBIE TIPHIIOKEHUS
(Takue pecypchl MOTYT COJIEPKATH BPELOHOCHOE IIpOrpaMMHOE obecrieueHue);

B ClTydae OOHApyKeHHS IIONO3PUTENBHBIX NEHCTBHI, COBEPIICHHEIX B KOMIIBIOTEDE,
HE3aME/ITTUTENEHO CMEHHTE JIOTHH U [TAPOJIb;

pH OGHAPYKEHUH COBEPIICHHA HE3aKOHHBIX (DMHAHCOBBIX OIepanyii — He3aMeUTHTETLHO
NOJIaHTe 3asBICHHE O JAaHHOM ()aKTe B HPaBOOXPAHHTEIBHLIE Oprasel U COXpaHHTe
AOKa3aTeNbCTBA IAaHHOTO (DaKTa B YCTPONCTRE.

TIpH PabOTe C HHBIME HOCHTE/IIME HH(DOPMAIHH IIepel HAYaIoM paboThI OCYIIECTRIIHTE
HX IIPOBEPKY Ha MPEAMET OTCYTCTBUS KOMIIBIOTEPHBIX BUPYCOB.

2.3. B neimsix 3amyTe HEQOPMAIMHK OT BO3AEHCTBHS IPOrPAMMHEIX KOJIOB, IIPHUBOJUIIIAX K
HAPYIIEHHIO MTATHOIO (yHKIMOHHPOBAHKS CPEICTBA BEIYHCIUTENLHON TeXHIKH:
OOHOBIITE aHTHBHPYCHBIE IPOTPAMMEI Ha TIOCTOSHHON OCHOBE;

OCYIECTBIAUTE PEryIIAPHBIH KOHTPOIh paboTOCIIOCOGHOCTH aHTHBHPY CHBIX IporpamM;
CO3/IAHTE YCIOBHSA, IPH KOTOPBIX HEBO3MONKHO HECAHKIMOHHPOBAHHOE OTKITIOYCHHS
CPEIICTB aHTHBUPYCHOM 3aIl[HTEI;

AHTUBUPYCHAsd 3allkTa MOJDKHA OOECIeYMBATH COXpaHEHHE OE30MAaCHOTO COCTOSHHS
HWHQOPMAIUH TIPH OO cHOsX;

BBIHECHTE APIBIK IUIA  3allycKa aHTHBHPYCHOM mporpamMmsl Ha paGoumii  cron
TIEpCOHAILHOIO KOMITLIOTEPA | HCIIOIB3YHTE €r0 PETyIapHO.



